Course Description
International College
Program: Information and Communication Technology
Degree: Bachelor of Science in Information and Communication Technology
Academic Year: 2568

1. General Information
· Course Code: ICT 210
· Course Title: Information Technology Laws 
· Credits: 3 (3–0–6)
· Curriculum Category: Specialized Core Course (Major Core Subject)
· Pre-requisite Course(s): –
· Co-requisite Course(s): –
· Semester: 1/2025
· Section: 130, 131, 132
· Responsible Faculty Member: Assoc. Prof. Dr. Suttisak Jantavongso
· Full-time Lecturers / Instructors: Assoc. Prof. Dr. Suttisak Jantavongso
· Place of Study:
· Onsite: International College, Rangsit University
· Off-site: As approved by the program

2. Course Objectives and Components
2.1 Learning Objectives
By the end of this course, students should be able to:
1. Explain and contextualize IT laws
Students should be able to analyze and explain the importance of laws and regulations related to digital technology in multiple contexts (e.g., e-commerce, cybercrime, privacy, intellectual property, critical infrastructure), connecting legal requirements to real organizational scenarios. (CLO1, CLO2)
2. Interpret and apply key legal frameworks
Students should be able to identify, interpret, and discuss the key provisions and practical implications of major information technology–related laws and regulations (such as the Personal Data Protection Act, Cybersecurity Act, Computer Crime Act, and intellectual property laws) when evaluating digital systems and online services. (CLO2)
3. Evaluate ethical and societal impacts of IT laws
Students should be able to evaluate the ethical implications and societal impacts of digital technology laws and regulations—including social justice, free speech, algorithmic risk, and privacy—and propose evidence-based mitigation or compliance strategies for organizations and IT professionals. (CLO3)





2.2 Course Description
The importance of laws related to digital technology: trading and commerce issues, computer abuse, cybercrime, social justice, free speech, privacy, risk assessment in computer systems, intellectual properties, the Personal Data Protection Act, the Cybersecurity Act, the Computer Crime Act, and ethics in digital technology professions. 

2.3 Weekly Hours for Advising and Academic Counseling
· Advising / Consultation Hours: 3 hours per week
· Communication Channels:
· E-mail: (suttisak.j@rsu.ac.th)
· ✓ Learning Management System (LMS) / Teams / ✓ Line: (https://line.me/ti/g/sTuN-mUCRF; https://line.me/ti/g/gKdPLjNs4f; https://line.me/ti/g/WxV9Qh7u3H)
· Other: (to be specified)

2.4 Course Learning Outcomes (CLOs)
(For courses that use the standard curriculum criteria of B.E. 2565 only.)
For ICT 210 Information Technology Laws, the three CLOs are: 
· CLO1: Analyze and explain the importance of laws and regulations related to digital technology in various contexts.
· CLO2: Identify and discuss specific laws and regulations governing digital technology, including those related to trading and commerce, cybercrime, privacy, and intellectual properties.
· CLO3: Evaluate the ethical implications and societal impacts of digital technology laws and regulations, including issues related to social justice, free speech, and risk assessment in computer systems.

3. Student Learning Outcomes
Development of subject learning outcomes follows the Learning outcome for Higher Education Qualifications 2565 standards for the professional course group (ICT professional courses) in four domains: Knowledge (K), Skills (S), Ethics (E), and Characteristics (C). 
3.1 Knowledge
Related Program Learning Outcomes (PLOs) 
· PLO1: Able to think critically and solve business problems using information technology.
· PLO3: Have research skills and be able to drive business decision-making with data, including understanding ethics, responsibility, research ethics, entrepreneurship, and technological innovation.


Knowledge Standards (K) for ICT Professional Course Group 
· K1: Analyze IT-system problems to distinguish facts, requirements, and contextual constraints based on evidence.
· K2: Synthesize and explain core bodies of IT knowledge and propose applications suitable for business and industrial contexts.
· K3: Explain research methodologies in IT, including information search, literature review, and basic statistics for evidence-based decisions.
3.1.1 Student Learning Outcomes – Knowledge
	PLOs
	Knowledge: K
	CLO
	Teaching Methods
	Assessment Methods

	PLO1, PLO3
	K1
	CLO1
	Lectures on legal concepts; guided reading of IT law texts; in-class discussion of case scenarios; Socratic questioning about system risks and constraints.
	Theoretical assignment (short essays and case-based questions); mid-module quizzes; final examination (scenario-based questions).

	PLO1, PLO3
	K2
	CLO2
	Case study analysis of actual regulations (PDPA, Computer Crime Act, Cybersecurity Act, IP law); group discussion on law–technology alignment; instructor-led mini lectures.
	Lab assignment (group case study report); theoretical assignment (legal framework mapping); final examination (application questions).

	PLO3 (supporting)
	K1, K2
	CLO3
	Seminar-style discussion on social justice, free speech, and privacy; analysis of court cases and regulator guidelines; reflective questioning.
	Theoretical assignment (ethical & impact analysis essay); final examination (essay/structured questions).



3.2 Skills
Skills Standards (S) for ICT Professional Course Group 
· S1: Design, develop, test, and maintain software/systems systematically using modern processes.
· S2: Design data-driven business models or strategies and evaluate technical and economic feasibility.
· S3: Apply data-analytics tools to support strategic organizational decision-making.
Note: ICT210 emphasizes interpretive, analytical, and compliance-oriented skills rather than programming. Skills are interpreted here as analytical, design, and evaluation skills applied to legal and risk frameworks for digital technology.
3.2.1 Student Learning Outcomes – Skills
	PLOs
	Skill: S
	CLO
	Teaching Methods
	Assessment Methods

	PLO1, PLO3
	S2
	CLO2
	Workshops on interpreting legal texts and mapping them to system design and business processes; small-group exercises to design compliant data flows or platform policies.
	Lab assignment (group compliance design/report); in-class exercises (legal application tasks).

	PLO1, PLO3
	S2, S3
	CLO3
	Risk-assessment labs using structured templates; role-play between regulator and platform; analysis of trade-off between innovation and compliance.
	Lab assignment (risk assessment & mitigation plan); sections of the final examination focusing on evaluation and recommendation.

	PLO1 (support)
	S1 (conceptual)
	CLO1
	Discussion on how legal constraints influence system and platform architectures; whiteboard modeling of “law-aware” system workflows.
	Selected items in theoretical assignment and final examination (drawing or explaining compliant workflows).



3.3 Ethics
Ethics Standards (E) for ICT Professional Course Group 
· E1: Comply with laws, regulations, and professional codes of ethics (e.g., PDPA, IP, security, algorithmic transparency) across all IT system stages.
· E2: Assess social, economic, and environmental impacts and risks of technology use (particularly data-intensive and AI systems) and propose mitigation strategies. 
3.3.1 Student Learning Outcomes – Ethics
	PLOs
	Ethics: E
	CLO
	Teaching Methods
	Assessment Methods

	PLO3
	E1
	CLO1, CLO2
	Lectures on professional codes; discussion of regulatory enforcement cases; teacher-led walkthrough of compliance checklists.
	Theoretical assignment (compliance checklist for a scenario); case-based questions in the final examination.

	PLO3
	E2
	CLO3
	Debates on social justice, free speech, surveillance, and platform responsibility; ethical decision-making frameworks applied to IT case studies.
	Theoretical assignment (ethical reflection essay); lab assignment (group ethical analysis within case study); dedicated items in the final examination.

	PLO3 (support)
	E1, E2
	CLO2, CLO3
	Guest talks (if available) from practitioners/lawyers; guided reflection on personal responsibility as an IT professional.
	Participation rubric (quality of discussion); short reflective components integrated into assignments.



3.4 Characteristics
Characteristics Standards (C) for ICT Professional Course Group 
· C1: Work effectively with diverse stakeholders as leaders and team members in multidisciplinary and multicultural contexts, communicating technical issues professionally.
· C2: Demonstrate responsibility, discipline, and lifelong learning through self-development goals and evidence-based progress monitoring.
· C3: Exhibit technological entrepreneurship by identifying opportunities, creating value, presenting business proposals, and initiating appropriate projects.


3.4.1 Student Learning Outcomes – Characteristics
	PLOs
	Characteristics: C
	CLO
	Teaching Methods
	Assessment Methods

	PLO2, PLO3
	C1
	CLO2, CLO3
	Group discussion and presentation of legal cases; team-based analysis of platform or service terms; peer feedback activities.
	Lab assignment (group case report and presentation); participation and teamwork rubric.

	PLO3
	C2
	CLO1–CLO3
	Continuous study of updated laws and guidelines; self-study tasks; instructor guidance on professional responsibility and documentation habits.
	Monitoring of assignment submission quality and timeliness; self-reflection section in theoretical assignment.

	PLO2 (support)
	C3 (contextual)
	CLO3
	Discussion on how compliance and legal risk shape sustainable digital business models; short ideation activities about “responsible digital services”.
	Small component in theoretical assignment or lab report assessing value creation under legal and ethical constraints.



3.5 Learning outcome for Higher Education Qualifications 2565 standards for ICT professional courses (Mapped to ICT210)
Based on the formal standard for Learning outcome for Higher Education Qualifications 2565 standards for the professional course group , ICT210 contributes to the following domains:
	Domain / Code
	Standard Description (Summarized)
	Mapping to CLOs of ICT210

	K1 – Knowledge
	Analyze IT-system problems, distinguishing facts, requirements, and contextual constraints using evidence.
	CLO1 (importance of laws in context); CLO3 (risk assessment in computer systems).

	K2 – Knowledge
	Synthesize and explain core IT knowledge and propose suitable applications in business and industry.
	CLO2 (interpretation of IT-related laws for trading, cybercrime, privacy, IP in business settings).

	K3 – Knowledge
	Explain basic IT research methodologies to support evidence-based decisions.
	Indirectly supported via analysis of legal sources and guidelines in CLO3.

	S1 – Skills
	Design and maintain software/systems systematically with modern processes.
	Indirect conceptual support via discussions of how law constrains design in CLO1, CLO2 (not a primary focus).

	S2 – Skills
	Design data-driven business models/strategies and evaluate feasibility.
	CLO2 (designing legally compliant digital services); CLO3 (evaluating legal/ethical feasibility of strategies).

	S3 – Skills
	Apply data-analytics tools for strategic decision-making.
	CLO3 (using structured risk/impact assessment approaches when evaluating laws and technology).

	E1 – Ethics
	Comply with laws, regulations, and professional codes across IT system life cycle.
	CLO1, CLO2 (understanding and applying PDPA, Cybersecurity Act, Computer Crime Act, IP, etc.).

	E2 – Ethics
	Assess impact and risks of technology use and propose mitigation strategies.
	CLO3 (ethical and societal impact assessment, risk mitigation proposals).

	C1 – Characteristics
	Work effectively with diverse stakeholders and communicate professionally.
	CLO2, CLO3 (group debates, presentations of legal analysis).

	C2 – Characteristics
	Demonstrate responsibility, discipline, and lifelong learning.
	CLO1–CLO3 (continuous engagement with evolving legal frameworks and professional ethics).

	C3 – Characteristics
	Exhibit technological entrepreneurship and value creation.
	CLO3 (considering how compliant, ethical digital services can create sustainable value).




4. Course Planning and Assessment
4.1 Course Planning (Teaching Plan)
	1.
	Course planning 

	Week
	Topics/Details
	Hours
	Learning Activities/Media
	Instructor

	1
	Introduction to Information Technology Laws
	3
	Lecture
Discussion / PowerPoint
Examples
	Dr. Suttisak

	2-3
	Legal issues in information technology
· Compliance 
· Hackers/crackers
· Computer crime
· Viruses
· System use policies & monitoring
· Risks and liabilities of computer-based systems
· Accountability, responsibility, liability
	6
	Lecture
Discussion / PowerPoint
Examples
	Dr. Suttisak

	4-5
	Intellectual property: copyright, patents, and trade secrecy
· Foundations of intellectual property
· Ownership of information
· Plagiarism
· Software piracy
· Fair use
· Digital Millennium' Copyright Act (DMCA)
	6
	Lecture
Discussion / PowerPoint
Examples

	Dr. Suttisak

	
6-7
	Transborder data flow
· What is Transborder data flow?
· Channels and types of international flow of information
· OECD Declaration 
	6
	Lecture
Discussion / PowerPoint
Examples
	Dr. Suttisak

	***** Midterm Break: *****

	9-10
	Privacy, libel, crime, constitution rights
· Perspectives on privacy
· Information disclosures
· Data mining
· Examples of consumer backlash
	6
	Lecture
Discussion / PowerPoint
Examples
	Dr. Suttisak

	11-12
	Information policy of government sector, business sector, and non-profit organization
· Legislation restricting information collection
· Information collection by the government
· Covert government surveillance
· Legislation authorizing wiretapping
· USA PATRIOT Act
· Regulation of public and private databases
· Data mining by the government
· National identification card
· Information dissemination
· Invasion
	6
	Lecture
Discussion / PowerPoint
Examples
	Dr. Suttisak

	13-14
	Ethics in information tasks
· Relationships with professional societies
· Codes of professional conduct
· Ethics and history of ethics
· Whistle-blowing
· Workplace issues (harassment, discrimination)
· Identity theft
· Ethical hacking
	6
	Lecture
Discussion / PowerPoint
Examples
	Dr. Suttisak

	15
	Presentations
	3
	Discussion / Presentations
	Dr. Suttisak

	16
	Wrap-up Review
	3
	Lecture
Discussion / 
	Dr. Suttisak

	***** Final Examination *****



4.2 Assessment
Condition:
· The subject assessment must consist of:
· Theoretical assignment – 20%
· Lab assignment – 30%
· Final examination – 50%



4.2.1 Assessment Plan
	Program Learning Outcomes (PLOs)
	Course Learning Outcomes (CLOs)
	Assessment Method
	Assessment Week(s)
	Weight

	PLO1, PLO3
	CLO1, CLO2
	Theoretical assignment – individual written assignment (case-based questions; short essays explaining legal concepts and relevance of IT laws in specific contexts).
	Around Weeks 6–8
	20%

	PLO1, PLO2, PLO3
	CLO2, CLO3
	Lab assignment – group case-study lab: legal and ethical analysis of a digital platform/service; preparation of a short compliance and risk-mitigation report and group presentation.
	Around Weeks 10–13
	30%

	PLO1, PLO3
	CLO1, CLO2, CLO3
	Final examination – closed-book or open-book written exam (scenario-based questions, structured essays, and short-answer questions covering all CLOs and major IT laws and ethical issues).
	Week 15 (Final Exam Week)
	50%


· Total Weight: 100%



4.3 The alignment of Course Learning Outcomes (CLOs) with learning results
Table Heading (as required):
Learning outcome for Higher Education Qualifications 2565 standards for ICT professional courses
This table shows how each CLO of ICT210 aligns with Knowledge (K), Skills (S), Ethics (E), and Characteristics (C) learning results.
	CLOs / Learning Results
	K1
	K2
	K3
	S1
	S2
	S3
	E1
	E2
	C1
	C2
	C3

	CLO1 – Analyze and explain the importance of laws and regulations related to digital technology in various contexts
	✓
	✓
	
	
	
	
	✓
	
	✓
	✓
	

	CLO2 – Identify and discuss specific laws and regulations governing digital technology, including trading & commerce, cybercrime, privacy, and IP
	✓
	✓
	
	
	✓
	
	✓
	
	✓
	✓
	(✓)*

	CLO3 – Evaluate the ethical implications and societal impacts of digital technology laws and regulations, including social justice, free speech, and risk assessment in computer systems
	✓
	✓
	(✓)
	
	✓
	✓
	✓
	✓
	✓
	✓
	(✓)


(✓) indicates a supporting but indirect contribution (e.g., C3 entrepreneurship is touched via discussion of responsible, legally compliant digital services rather than full entrepreneurial project work; K3 is supported through use of evidence and official documents but not as a full research-methods course).

5. Teaching and Learning Resources
5.1 Main Texts / References
(These can be adapted to the program’s chosen references; examples:)
1. Primary Legal Sources (Thai context in English translation where available)
· Personal Data Protection Act (PDPA) – English and Thai versions (official publications and regulator guidelines).
· Computer Crime Act.
· Cybersecurity Act.
· Core Intellectual Property laws (copyright, patent, trademark, software licensing).
2. Academic / Professional References
· Textbooks on Cyberlaw / IT Law / Internet Law (current edition selected by instructor).
· Official guidelines and handbooks from relevant government agencies and regulators.
· Selected journal and conference articles on privacy, cybersecurity regulation, digital platform governance, and AI ethics (as assigned).
5.2 Supporting Documents and Media
· Lecture slides and handouts prepared by the instructor.
· Case studies and legal decisions (court cases, regulator decisions, enforcement actions).
· Template documents (risk assessment forms, compliance checklists, privacy notices, terms of service excerpts).
· Online legal databases and official websites of regulators for up-to-date laws and guidelines.

6. Course Evaluation and Improvement
6.1 Student Evaluation of the Course
· End-of-semester teaching and course evaluation form (university standard).
· Mid-semester informal feedback (e.g., short survey, in-class discussion).
6.2 Instructor’s Reflection and Improvement Plan
· Review alignment between CLOs, teaching methods, and assessments based on student performance and feedback.
· Revise case studies and examples to use more current and relevant local and international cases.
· Enhance integration of practical risk-assessment tools and templates in lab assignments.
· Update legal and regulatory content regularly to reflect amendments and new guidelines.

